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REZUMAT

Aceasta lucrare exploreaza analiza, proiectarea si implementarea unui sistem electronic de vot bazat
pe tehnologii avansate, oferind o alternativa moderna si sigura la sistemele traditionale de votare. Relevanta
cercetarii este subliniatd de nevoia crescutd de a imbunatati transparenta, securitatea si eficienta proceselor
electorale, raspunzand astfel provocarilor intdlnite in metodele traditionale.

Primul capitol este dedicat unei analize aprofundate a sistemelor de vot existente, incluzand atat
metodele traditionale, cat si cele electronice. Sunt discutate problemele specifice sistemelor traditionale,
cum ar fi complexitatea logistica, riscurile de frauda si dificultatile accesibilitatii. Totodata, este realizatd o
comparatie detaliatd intre diferite metode de vot electronic. Analiza are ca scop identificarea celei mai
potrivite metode, ludnd 1n considerare aspecte precum securitatea, usurinta de utilizare si Increderea
publicului. Sunt prezentate studii de caz din tiri precum Estonia si Elvetia, unde votul electronic a fost
implementat cu succes, subliniind lectiile Invatate si provocarile ramase.

Al doilea capitol se concentreaza pe proiectarea unui sistem electronic de vot realist, cu accent pe
integrarea blockchain-ului pentru asigurarea securitatii datelor si a inteligentei artificiale pentru procesele
de autentificare a alegatorilor. Acest capitol detaliaza arhitectura sistemului, algoritmii fundamentali care
guverneaza functionarea acestuia, precum si masurile de protectie impotriva fraudelor. Sunt explicate
fluxurile de lucru ale proceselor-cheie, cum ar fi inregistrarea alegatorilor, autentificarea si procesul efectiv
de votare. In plus, sunt analizate posibilele scenarii de utilizare, oferind o perspectiva practici asupra
modului in care sistemul ar putea functiona in conditii reale.

Al treilea capitol prezinta implementarea prototipului sistemului si demonstreaza functionalitatea
acestuia. Prototipul include procesele principale, cum ar fi inregistrarea si autentificarea utilizatorilor,
precum si depunerea si procesarea voturilor. Este descrisd metodologia utilizatd pentru dezvoltarea
prototipului, iar rezultatele sunt analizate pentru a evalua performanta si viabilitatea solutiei propuse.
Capitolul se incheie cu o demonstratie a prototipului, subliniind modul in care acesta poate raspunde

cerintelor unui proces electoral sigur, eficient si transparent.



AHHOTALUS

JlanHast paboTa MOCBSIICHA aHATIM3Y, TPOSKTUPOBAHUIO M peaT3aluy 3JIEKTPOHHOTO T'OJIOCOBAHMS,
OCHOBAaHHOT'O Ha COBPEMEHHBIX TEXHOJIOTHAX, KaK alIbTEPHATHUBBI TPAJAUIIOHHBIM CHCTEMaM I'OJIOCOBAHUS.
AKTyallbHOCTh HCCIIEJIOBaHUS OOOCHOBaHA pacTylledl MOTPEOHOCTHIO B TOBBIIICHUH MPO3PAYHOCTH,
6e30macHOCTH U APPEKTUBHOCTH HW30MPATEIBHBIX MPOLIECCOB, YTO IMO3BOJIIET MPEOJOJETh MPOOIEMBI,
NPUCYIINE TPAJULIUOHHBIM METO/IaM T'OJIOCOBAHMS.

[lepBast rimaBa nocBsIeHa yryOJeHHOMY aHAIN3Y CYIIECTBYIOIIMX CHCTEM r'OJI0COBAHMS, BKIIFOYAs
KaK TPaJULMOHHBIE METOJIbI, TAK U JIEKTPOHHbIE. PaccmaTpuBaroTcs mpoOieMbl TPaJAULMOHHBIX CUCTEM,
TaKMe KaK OpraHU3al[MOHHAasl CIOKHOCTh, PUCKU (panmbcuduranuii u mpobiemsl JOCTymHOCTH. Takke
IIPOBOAMTCS IETAJIbHOE CPABHEHHE PA3IMYHBIX METO0B AJIEKTPOHHOT0. AHAJIM3 HAIIPABJICH HA BHISBICHUE
HanOoJIee MOIXOAAIIET0 METOA C YUYETOM TaKHX (paKTOpPOB, KaK 0€30MacHOCTh, yI00CTBO UCIIOJIB30BAHUS
U foBepue rpaxaaH. [lpuBoasTcs mpuMepsl U3 CTpaH, TakuX Kak Dctonus u LlBeiinapus, rae aIeKTpoHHOoe
rOJIOCOBAaHUE YCIIEITHO BHEIPEHO, C aKIIEHTOM Ha YPOKHU, H3BJICUCHHBIC U3 OIBITa M OCTABIIUECS BBHI3OBBI.

Bropas rmaBa cocpenoToyeHa Ha IMPOSKTHPOBAHMU PEajbHOM CHCTEMBI AIEKTPOHHOTO
TOJIOCOBAHUS, C aKIIEHTOM Ha MHTETpaLuio OJoK4eliHa A oOecriedeHus 0€30MacHOCTH JaHHBIX. B aToii
rJlaBe€ TOJPOOHO PACCMATPHBAIOTCA APXUTEKTYpa CHCTEMBI, OCHOBHBIE aITOPUTMBI pabOTBHI U MeEpbI
3am|Thl 0T (anmbcuduranuii. ONUCHIBAIOTCS KIIOUEBbIe pabodre MPOIECCHl, TaKHE KaK PErUCTpaIus
nu3bupareneil, ayTeHTH(UKAIMs U caM TpoLEecc TojocoBaHMs. TakkKe paccMaTPUBAIOTCS BO3MOXKHBIC
CLIEHapHUU HCIIOJIb30BaHMsI, YTO MO3BOJISIET MOIYUYUTh MPAKTHUECKOE MPEACTaBIEHUE O TOM, KaK crUcTeMa
OyneT QyHKIMOHUPOBATH B PEATBbHBIX YCIOBHUSX.

TpeThsi T1aBa TOCBSIIEHA peaju3allid MPOTOTHUIA CHUCTEMbl M JEMOHCTPAIlMHd €ro padoTHI.
[IpoToTun BKitOYaeT B ceOs OCHOBHBIE MPOIECCHI, TaKHME€ KaK PETUCTpAIsi W ayTeHTU(UKAIUSI
MoJIb30BaTesIe, a Takke 1mojaya u o0paboTka ronocoB. OnucaHa METOJOIOTHS pa3pabOTKU MPOTOTHIIA, &
pe3yabTaThl  aHAIM3UPYIOTCA C LEIbI0 OLEHKM MPOU3BOJUTENBHOCTH M >KM3HECHOCOOHOCTH
MIPEUIOKEHHOTO peleHus. [ 1aBa 3aBepriaeTcst AEMOHCTpAalWed MPOTOTHIA, IMOTYCPKUBAIONICH, KaK

CHCTEMAa MOKET yJIOBJIETBOPUTH TPEOOBaHNUS /Ui O€30MacHbIX, 3P(EKTUBHBIX U IPO3PAUYHBIX BHIOOPOB.



ABSTRACT

This work focuses on the analysis, design, and implementation of electronic voting based on modern
technologies, as an alternative to traditional voting systems. The relevance of the research is grounded in
the increasing need to enhance transparency, security, and efficiency in electoral processes, addressing the
challenges inherent in traditional voting methods.

The first chapter provides an in-depth analysis of existing voting systems, including both traditional
methods and electronic solutions. It discusses the problems of traditional systems, such as organizational
complexity, risks of fraud, and accessibility issues. A detailed comparison of various electronic voting
methods is presented. The analysis aims to identify the most suitable method considering factors such as
security, ease of use, and public trust. Examples from countries like Estonia and Switzerland, where
electronic voting has been successfully implemented, are provided, with a focus on lessons learned and
remaining challenges.

The second chapter focuses on designing a real-world electronic voting system, emphasizing the
integration of blockchain for data security and artificial intelligence for voter authentication. This chapter
outlines the system architecture, core algorithms, and anti-fraud measures. Key processes such as voter
registration, authentication, and the voting process are described in detail. Possible use cases are explored,
providing practical insights into how the system will function in real-world conditions.

The third chapter is dedicated to the implementation of the system prototype and its demonstration.
The prototype includes the core processes such as user registration, authentication, and vote casting and
processing. The methodology of prototype development is discussed, and the results are analyzed to
evaluate the performance and viability of the proposed solution. The chapter concludes with a
demonstration of the prototype, highlighting how the system can meet the requirements for secure, efficient,

and transparent elections.
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BBEAEHHUE

B ycnoBusix aktuBHOW 1mmdpoBoil TpaHchoOpMaMK, OXBATHIBAIOIIEH MPAKTUYECKH BCE Chepbl
KHU3HHU, M30MpaTebHbIC MPOIECCHl HE OCTAIOTCA B CTOPOHE. TpaguIMOHHBIE CHUCTEMbI T'OJOCOBAHUS,
OCHOBaHHbIE Ha OyMa)KHBIX OOJUIETEHSIX M (U3UYECKOM IMPHUCYTCTBUU H30HMpaTeneil, JeMOHCTPUPYIOT
nesblid psaa HepoctaTkoB. Cpean HUX — YSI3BUMOCTh K (anbcudukanusam, 3aTsHyTble CPOKU MOJCUETa
rOJIOCOB, a TAaK)XXe CIIOKHOCTU JIOCTyNa AJISi HEKOTOPBIX KaTeropuil rpaxaaH. DTU MPOOJIIEMBI CTaJH
ocobenHo 3ametHel B mnepuox nangemun COVID-19, korma mocemieHne H30MpaTeNbHBIX YYacTKOB
IIPECTABIISUIO YIPO3y s 340POBbs HACEICHUS.

OJEeKTpPOHHOE TOJIOCOBaHME mpeiaraeT >(QQeKTHUBHOE pelleHue 3TUX 3ajad, obecrnedyuBast
Iporecc, KOTOPBIH OTIMYACTCS CKOPOCTHIO, JOCTYHMHOCTHIO M 0e30macHOCThi0. OIHAKO 3JIEKTPOHHBIE
CHCTEMBI TOJIOCOBAHUS TAaK)KE UMEIOT CBOM OCOOCHHOCTH M OTPAHHUYCHHS, KOTOPBIE TPEOYIOT JeTaIbHOTO
aHanu3a. B pamkax naHHOro ucciefoBaHus OyayT pacCMOTPEHBI OCHOBHBIE METOJbI 3JEKTPOHHOIO
rOJIOCOBaHUs, BKIIOYas MX NpeuMyllecTBa M HepocTtatku. Ha ocHoBe sToro ananusza OyaeT BbIOpaH
ONTUMAJIbHBIA MOJIX0J, KOTOPBIM CTAHET OCHOBOM JUISl NAJIbHEUIIEro MPOEKTUPOBAHUSA U MOACINPOBAHUS
CUCTEMBI.

Llenb pa®oTHI 3aKIFOYAETCS HE TOJIBKO B TEOPETUYECKOM U3YUEHUH FIEKTPOHHOTO FOJI0OCOBAHUS, HO
U B IIOCTPOCHUM MOJEIN CUCTEMBI, BKIIOUYAIOUIEH OMMCAHUE €€ apXUTEKTYpPbl U KIIIOUEBBIX aJIFOPUTMOB.
OcHOBHOE BHHMaHHE YAEJSIETCS aIrOpUTMaM PETUCTPAIMM, ayTeHTHU(PHUKAIMK MOJIb30BaTeNeH, a Takxke
IIPOLIECCY TOJI0OCOBAHUS, KOTOPbIE 00ECIIeUNBAIOT 0€30aCHOCTh U HAJIEKHOCTh CUCTEMBI.

Jlns noaTBep K ACHUS )KU3HECTIOCOOHOCTH MPEJI0KEHHBIX PEIIeHNH co31a€TCs MPOTOTUI CUCTEMBI,
JEeMOHCTPHUPYIOIUI €€ OCHOBHBbIE (DYHKIMH. DTO IMO3BOJIAET HA MPAKTUKE MPOBEPUTH KOHLEMIHIO U

MMpOaHAJIN3UPOBATbL BO3MOKHBIC YIIYUIICHU.
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