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ADNOTARE

Sontu Doru

Tema: Securitatea cibernetica in infrastructura de telecomunicatii: amenintari, riscuri si solutii .
Structura tezei cuprinde: introducerea, 3 capitole, bibliografie din 34 titluri, 76 pagini de baza.
Cuvinte cheie: Securitate cibernetica, amenintari, atacuri, riscuri, solutii.

Scopul si obiectivele lucrarii: Scopul acestei teze este sa exploreze si sa analizeze amenintarile
cibernetice cu care se confrunta infrastructura de telecomunicatii, sa evalueze riscurile asociate si
sa identifice solutiile si practicile optime pentru a le contracara eficient. Pentru a atinge acest
obiectiv, vom examina In detaliu diversele tipuri de amenintari cibernetice, de la atacuri de tip
DDoS si phishing la exploatarea vulnerabilitatilor de securitate. Vom investiga, de asemenea,
impactul acestor amenintari asupra infrastructurii de telecomunicatii si a utilizatorilor sai,

inclusiv pierderile financiare, deteriorarea reputatiei si perturbarile operationale.

In plus, aceasta teza va analiza solutiile si practicile de securitate cibernetica disponibile pentru a
contracara amenintarile identificate. Vom explora tehnologiile si instrumentele de securitate
utilizate pentru protejarea retelelor de comunicatii si a datelor transmise, precum si politici si

proceduri adecvate pentru gestionarea riscurilor si pentru prevenirea incidentelor de securitate.

Prin investigarea profunda a acestor aspecte si propunerea unor strategii si solutii eficiente,
aceastd tezd 1si propune sd contribuie la intelegerea si imbunatatirea securitdtii cibernetice in
infrastructura de telecomunicatii, promovand astfel stabilitatea si fiabilitatea serviciilor de

comunicatii critice pentru societatea moderna.
Lucrarea este inpartitd in 3 capitole:

Capitolul 1: Notiuni Generale: Detaliazd conceptele fundamentale ale securitatii cibernetice,

analizand diferitele tipuri de vulnerabilitati si riscuri:
e Vulnerabilitti de sistem, aplicatie, retea si umane.
e Riscuri tehnice, erori umane, amenintari interne si pierderea/furtul de date.

e Amenintdri precum malware, phishing, hacking, atacuri DoS/DDoS, atacuri asupra

identitatii, ingineria sociald si amenintarile interne.

Sunt discutate si componentele esentiale ale securitatii cibernetice si solutiile:



e Firewall-uri, criptarea datelor, autentificare puternica, sisteme de detectie/prevenire a
intruziunilor, monitorizare si jurnalizare, actualizdri de securitate, educatie si

constientizare.

Capitolul 2: Amenintarile: Analizeaza sursele comune de amenintari cibernetice si diferitele

tipuri de atacuri:

e Atacuri malware (spyware, ransomware), phishing, man-in-the-middle, atacuri DoS si

DDoS, atacuri de injectie.

o Examinarea detaliatd a unor atacuri cibernetice notabile, cum ar fi atacurile asupra

companiei de retail Target si atacul NotPetya.

Capitolul 3: Solutii de securitate: Capitolul descrie diverse tipuri si instrumente de securitate

cibernetica:

e Securitatea Cloud, infrastructurii critice, prevenirea pierderii datelor (DLP), securitatea
aplicatiilor, informatiilor, retelei, utilizatorilor finali, operationala, punctelor terminale,
site-urilor web, big data, blockchain, protectia impotriva atacurilor DDoS si bot-urilor,

securitatea bazelor de date si a API-urilor.

e Instrumente de securitate ciberneticd precum firewall-uri, software antivirus, servicii
PKI, instrumente de monitorizare a securitatii retelei, servicii MDR, testarea de penetrare,

scanarea vulnerabilitatilor web si instruirea personalului.

e Cadrele de securitate ciberneticd, componentele lor, nivelurile de implementare si

profilele.



ANNOTATION

Sontu Doru
Cybersecurity in Telecommunications Infrastructure: Threats, Risks, and Solutions.

The structure of the thesis includes: introduction, 3 chapters, bibliography with 34 titles, 76 main
pages.

Keywords: Cybersecurity, threats, attacks, risks, solutions.

Purpose and objectives of the work: The purpose of this thesis is to explore and analyze the
cyber threats facing telecommunications infrastructure, to assess the associated risks, and to
identify optimal solutions and practices to counter them effectively. To achieve this objective, we
will examine in detail the various types of cyber threats, from DDoS and phishing attacks to the
exploitation of security vulnerabilities. We will also investigate the impact of these threats on
telecommunications infrastructure and its users, including financial losses, reputational damage,

and operational disruptions.

Additionally, this thesis will analyze the available cybersecurity solutions and practices to
counter the identified threats. We will explore the technologies and security tools used to protect
communication networks and transmitted data, as well as appropriate policies and procedures for

risk management and preventing security incidents.

By thoroughly investigating these aspects and proposing effective strategies and solutions, this
thesis aims to contribute to the understanding and improvement of cybersecurity in
telecommunications infrastructure, thus promoting the stability and reliability of critical

communication services for modern society.
The work is divided into 3 chapters:

Chapter 1: General Concepts: Details the fundamental concepts of cybersecurity, analyzing the

different types of vulnerabilities and risks:
* System, application, network, and human vulnerabilities.
* Technical risks, human errors, internal threats, and data loss/theft.

» Threats such as malware, phishing, hacking, DoS/DDoS attacks, identity attacks, social

engineering, and internal threats.

Essential components of cybersecurity and solutions are also discussed:



» Firewalls, data encryption, strong authentication, intrusion detection/prevention systems,

monitoring and logging, security updates, education, and awareness.
Chapter 2: Threats: Analyzes common sources of cyber threats and various types of attacks:

» Malware attacks (spyware, ransomware), phishing, man-in-the-middle, DoS and DDoS attacks,

injection attacks.

* Detailed examination of notable cyber attacks, such as the attacks on Target retail company and

the NotPetya attack.
Chapter 3: Security Solutions: Describes various types and tools of cybersecurity:

* Cloud security, critical infrastructure, data loss prevention (DLP), application security,
information security, network security, end-user security, operational security, endpoint security,

website security, big data, blockchain, DDoS and bot protection, database, and API security.

» Cybersecurity tools such as firewalls, antivirus software, PKI services, network security
monitoring tools, MDR services, penetration testing, web vulnerability scanning, and staff

training.

* Cybersecurity frameworks, their components, implementation levels, and profiles.
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INTRODUCERE

In epoca digitald in care traim, infrastructura de telecomunicatii reprezinti o coloani
vertebrald a societdtii moderne, facilitind comunicarea instantanee si accesul la informatii critice
in timp real. Cu toate acestea, odatd cu cresterea dependentei noastre de tehnologie si
conectivitate online, amenintarile cibernetice asupra acestei infrastructuri au devenit din ce in ce
mai sofisticate si mai omniprezente. Aceste amenintdri pot afecta nu doar integritatea si
confidentialitatea datelor, ci si functionarea corectd a serviciilor esentiale, punand in pericol

securitatea nationald si bunastarea societatii In ansamblu.

Scopul acestei teze este sa exploreze si sd analizeze amenintarile cibernetice cu care se
confruntd infrastructura de telecomunicatii, sa evalueze riscurile asociate si sa identifice solutiile
si practicile optime pentru a le contracara eficient. Pentru a atinge acest obiectiv, vom examina in
detaliu diversele tipuri de amenintdri cibernetice, de la atacuri de tip DDoS si phishing la
exploatarea vulnerabilitatilor de securitate. Vom investiga, de asemenea, impactul acestor
amenintari asupra infrastructurii de telecomunicatii si a utilizatorilor sii, inclusiv pierderile

financiare, deteriorarea reputatiei si perturbarile operationale.

In plus, aceasta tezd va analiza solutiile si practicile de securitate cibernetica disponibile
pentru a contracara amenintdrile identificate. Vom explora tehnologiile si instrumentele de
securitate utilizate pentru protejarea retelelor de comunicatii si a datelor transmise, precum si
politici si proceduri adecvate pentru gestionarea riscurilor si pentru prevenirea incidentelor de

securitate.

Prin investigarea profunda a acestor aspecte si propunerea unor strategii si solutii
eficiente, aceastd teza isi propune sd contribuie la intelegerea si Tmbundtdtirea securitatii
cibernetice in infrastructura de telecomunicatii, promovand astfel stabilitatea si fiabilitatea

serviciilor de comunicatii critice pentru societatea moderna.
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