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AHHOTALUA
Tema padoorei: AHAJIM3 M PA3PABOTKA MEP 110 ITPEJOTBPAIIIEHMIO YTEYEK
KOHO®UJIEHLIMAJILHOM NH®OPMAILINA B TEJJEKOMMYHUKALIMOHHBIX
KOMITAHUAX PECITYBJIMKY MOJIJIOBA TTPU ITOMOILIM BHEJIPEHW A DLP-CUCTEM.

Ctpykrypa Padorbi: Beenenue, 3 ['nmaBel, BeiBogsl, JIuteparypa, 1 Tabmuma, 1 ®@opmyina, 22
Pucynka.

KuroueBbie Tepmunbi: DLP-cuctemsl, nnhopmaninonHas 0e30macHoCTb, 6a3a JaHHBIX, CETEBbIC
npoTokoisl, SQL- ceprep.

Hean  pabGorbi:  IlpenorBpamienne  yreuek  KOHPUACHIMANbHOM  uHOpManuu B

TEJIEKOMMYHHUKAIIMOHHBIX Kommnanusx PecnyOnmku MonnoBa mpu nmomomu BHeapeHuss DLP -
CHCTEM, B YK€ CYIIECTBYIOIINE CUCTEMBI 0€30IacHOCTH.

Pe3ysabTaThl BBINOJIHEHHOH padoThl: B nanHoi paboTe npoBeieH aHaau3 CyIEeCTBYIOLINX Mep
3alIMThl  KOH(QUICHUMANbHON HMHPOpPMALUU, NPUMEHSEMbIX TEJIEKOMMYHUKALMOHHBIMU
komnanusimMu PecniyOnuku MongoBa. Tak e B pabore mokaszaH mnporecc BHeapeHuss DLP -
cucTeMbl “CTaxaHoBel” B CHCTEMbI 0€30IIaCHOCTH, ITOKa3aHbl BOBMOXKHOCTH JJAHHOH CHCTEMBI U
npeumyiectsa BHeapenus DLP — cucrem.

PaboTta HaumHaeTcsi ¢ BBeJIEHHs, B KOTOPOM ONMCaHbl MPOOIEMbI, C KOTOPbIMU CTaJIKHUBAIOTCS
KOMITAaHUH B MPOLIECCE 3aIUTHI KOH(GUACHINATBHBIX JAHHBIX, a TaK — ke, KakuM oopazom DLP —

CHCTEMBI CIIOCOOCTBYIOT TIOBBIIICHUIO YPOBHS 0€301aCHOCTH KOH(UICHIIMAIBHOW HH(POPMAIIHH.

I[TepBas rnaBa onMChIBa€T TEPMHUHOJIOTHIO KOH(PUICHIIMATBHOCTH HH(POPMAIIUH, METO/IbI 3AIIUTHI
JTAHHBIX, IPUMEHSEMBIE B HACTOSIIIEE BPEMS, TAK XKE TI1aBA COACPKUT PE3YNIbTAThI UCCIIEA0BAHUMI
komnanun InfoWatch, xoTtopble moka3bpIBalOT KTO SIBJS€TCS OCHOBHBIM BHHOBHUKOM YTEUEK

I(OH(I)I/II[GHI_II/IEUIBHOI\/'I I/IH(l)OpMaL[I/II/I, a TaK’Ke, MCTOAbI KOTOPBIMHU IMOJIB3YHOTCA 3JIOYMBIIIJICHHUKH.

Bropast rnmaBa BkitouaeT B ce0si aHanM3 Mep 3alIUThl KOHQUACHUMAIbHOW HHpOpManuu,
KOHKPETHO MPUMEHSEMbIX TEeIEKOMMYHUKAIIMOHHBIMM KOMMaHusMH Pecnyonuku Monnosa.
Bropas 4dacTe IiaBbl NOKa3bIBa€T BHEApEHHE KOHKpeTHOM DLP - cucrembl B KOMIaHWIO Ha
pUMepe IKCIIEPUMEHTOB, IPOBEIEHHBIX HAa paboueM KomIbioTepe (B Hamlem ciyyae 310 DLP —
cucremMa ‘“CraxanoBer’). OmnucaHbl Bc€ METOJAbI 3aIUThl MH(POPMALUHU, MPEIOCTABICHHbIE

TAHHOM CHUCTEMOM.

B TpeTLefI T'J1aBC pa3p360TaHLI MCPBI, KOTOPLBIC HeO6XOIlI/IMO IMPUMCHUTHL KOMIIAHHUAM U HX
nepconainy, ajd BHCAPCHUA DLP - cucrem B YK€ CYHCCTBYHOIIHUEC CHUCTCMbI 3alllUThI

uH(pOpMaLUH.



Adnotare
Tema lucririi: ANALIZA SI DEZVOLTAREA MASURILOR DE PREVENIRE A
SCURGERILOR DE INFORMATII CONFIDENTIALE IN COMPANIILE DE
TELECOMUNICATII DIN  REPUBLICA MOLDOVA  PRIN INTERMEDIUL
IMPLIMENTARII SISTEMELOR DLP.
Structura lucrarii: Introducere, 3 Capitole, Concluzii, Literatura, 1 Tabel, 1 Formula, 22 Imagini.
Cuvinte cheie: Sisteme DLP, Securitatea informationala, Baza de date, Protocoale de retea, Server
SQL.
Scopul lucrarii: Prevenirea scurgerilor de informatii confidentiale in companiile de
telecomunicatii din Republica Moldova prin intermediul sistemelor DLP 1n sistemele de securitate
existente.
Rezultatele obtinute: In aceasta lucrare a fost ficutd o analizi a misurilor existente pentru
protejarea informatiei confidentiale, care se utilizeazd in companiile de telecomunicatii din
Republica Moldova. De asemenea, in lucrare este demonstrat procesul de implementare a
sistemului DLP “Stahanovets” 1n sistemele de securitate, sunt demonstrate capabilitatile acestui
sistem si avantajele implementarii sistemelor DLP.
Lucrarea se incepe cu o introducere, care descrie problemele cu care se confruntd companiile in

procesul de protectie a datelor confidentiale, precum si modul in care sistemele DLP ajuta la

imbunatatirea nivelului de securitate a informatiei confidentiale.

Primul capitol descrie terminologia confidentialitatii informatiilor, metodele de protectie a datelor
utilizate in prezent, capitolul contine si rezultatele cercetarilor efectuate de compania InfoWatch,
care aratd cine este principalul vinovat de scurgeri de informatii confidentiale, precum si metodele

folosite de atacatori.

Al doilea capitol include o analizd a masurilor de protectie a informatiilor confidentiale aplicate in
mod specific de companiile de telecomunicatii din republica Moldova. A doua parte a capitolului
prezintd implementarea unui sistem DLP intr-o companie folosind exemplul experimentelor
efectuate pe un computer de lucru ( in cazul nostru, acesta este sistemul DLP “Stahanovets’). Sunt

descrise toate metodele de securitate a informatiilor furnizate de acest sistem.

In al treilea capitol sunt dezvoltate masurile care trebuie aplicate de companii si personalul acestora

pentru a implementa sistemele DLP in sistemele de securitate a informatiilor existente.



Annotation
Theme: ANALYSIS AND DEVELOPMENT OF MEASURES TO PREVENT LEAKS OF
CONFIDENTIAL INFORMATION IN TELECOMMUNICATIONS COMPANIES OF THE
REPUBLIC OF MOLDOVA THROUGH THE IMPLEMENTATION OF DLP SYSTEMS.
Structure of the work: Introduction, 3 Chapters, Conclusions, Literature, 1 Table, 1 Formula, 22
Figures.
Keywords: DLP systems, information security, database, network protocols, SQL server.
Purpose of the work: Preventing leaks of confidential information in telecommunications
companies of the Republic of Moldova through the introduction of DLP systems into existing

security systems.

Results of the work: This work analyzes existing measures for protecting confidential information
used by telecommunications companies in the Republic of Moldova. The work also shows the
process of introducing the DLP system ‘“Stakhanovets” into security systems, shows the
capabilities of this system and the advantages of implementing DLP systems.

The work begins with an introduction that describes the problems that companies face in the
process of protecting confidential data, as well as how DLP systems help to improve the level of

security of confidential information.

The first chapter describes the terminology of information confidentiality, data protection methods
currently used, the chapter also contains the results of research by InfoWatch, which show who is

the main culprit of leaks of confidential information, as well as the methods used by attackers.

The second chapter includes an analysis of measures to protect confidential information
specifically applied by telecommunications companies in the Republic of Moldova. The second
part of the chapter shows the implementation of a specific DLP system in a company using the
example of experiments conducted on a work computer (in our case, this is the DLP system

“Stakhanovets”). It describes all information security methods provided by this system.

The third chapter develops measures that need to be applied by companies and their personnel to

implement DLP systems into existing information security systems.
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BBEJAEHUE

B koHTekcTe cOBpeMEHHOro MHGOPMALMOHHOrO o0IIecTBa 0€30MacHOCTh KOH(UACHIMATBbHON
UHPOPMALIUK CTAHOBHUTCS KPUTUYECKH BAXXHOM JJIsl YCIEIIHOW JAEATENbHOCTH OpTaHU3alIlHid,
0COOEHHO ISl TEIEKOMMYHHUKAIIMOHHBIX KOMIIAHUH, KOTOPbIE ONIEPUPYIOT OTPOMHBIMU 00bEMaMU
JaHHBIX M o0ecneuynBaloT CBsi3HOCTh B PecnyOnuke MongoBa. Ha ¢one yBenmumBaromieiics
yIpo3bl yT€UKU KOH(UAECHIUAIbHOW HH(OpMaIMK o0eclieyeHre ee 3alluThl CTAHOBUTCS OAHUM
U3 IPUOPUTETOB AJIs1 TAKUX KOMITAHUH.

Jannas pabora QokycupyeTcst Ha aHaJau3e U pa3paboTKe METOOB 10 MPEJOTBPALICHUIO YTEUeK
KOH(QUIEHIIMAIbHOH HH(pOpMALMU B TEIEKOMMYHUKAI[MOHHBIX KOMMaHUsAX PecmyOmuku
MonnoBa ¢ npumeHeHueM TexHojgorun Data Loss Prevention (DLP). Texnomoruun DLP
NPEACTAaBISIOT COOOHW  MOIIHBIE WHCTPYMEHTHI JUIS MOHHUTOpWHTA, OOHApyXeHUus U
IPEIOTBPALCHUS YTEUEK JaHHBIX, 00ecreunBasi KOMIIAHUSM BO3MOXXHOCTh 3aIIMUTHI UX LIEHHON
UH(pOPMAaLIUU OT YIpo3 KaK U3HYTPH, TaK U U3BHE.

B pamkax BbIIOJIHEHHOM pabOThI OyyT pacCMOTPEHBI KIIIOUYEBbIE aCTIEKThI KOH(PHIEHIIMAIbHOCTH
JAHHBIX, Oy/IET POBEICH aHAJIN3 CYIIECTBYIOIINX METOIOB M TEXHOJIOTHH 110 IPEAOTBPALICHUIO
yTedeK MH(POpPMALMU, a TaKXKe OCYIICCTBICH aHAIM3 CHTYyallMd B TEIEKOMMYHHKAIIMOHHBIX
kommaHusax PecnyOonmukn Mommoa. JumuiomHas paboTa Takke Ipeanosiaraet pa3paboTKy U
peanu3aluio pekoMeHaanui no sHeapenuto DLP-cucteM, cnenuduyHbIX 11 TaHHOTO PervoHa,
C L1€JIbIO MOBBILIEHUS YPOBHS 0€30IaCHOCTHU U 3alIUThI KOH(UACHINAIBHOW HHPOPMALIUU B 3THX
OpraHu3aIusXx.

HccnenoBanne u pa3paboTka METONOB MO NPEJOTBPALICHUIO YTEYEeK KOH(HIECHIMAIbHON
UHpOpPMAaLUU B TEJIEKOMMYHUKAITMOHHBIX KoMIaHusIx PecriyOnuku MomioBa npu nomomu DLP-
CHCTEM IpE/CTaBIsAeT COOON aKTyaJllbHYI0O M KPUTUYECKH BaXKHYIO 3a/1a4yy, CIIOCOOCTBYIOIILYIO
COXPaHEHHIO KOH(HIECHUIUAIbHOCTH JAHHBIX U OOECHEYEHHIO YCTOMUMBOCTH JEATEIbHOCTU
KOMITAHWM B YCJIOBHSX COBpPEMEHHOU 1u(poBoil cpenbl. Pe3ynbraTtbl JaHHOTO HCCIEIOBaHUS
JIOJDKHBI TIOBJIMATh Ha IEPECMOTP HCHOJIb3YyEeMbIX METOM0B 3allMThl KOH(MUACHIUAIBHON
uHpopmanuu, a pe3ynbTarbl npumeHeHuss DLP-cuctemsr “CraxaHoBer]’, Mmoka3aTh, 4YTO B
OyIyILIeM 3TH CUCTEMbI OYyT HaXOJIUThCSA B OCHOBE 3alllUThl KOHPHUASHIHATbHON HH(OpMAaLIUU

B KOMIIaAHUAX.
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