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About: 

Network security is a broad term that covers a multitude of technologies, devices and 

processes. In its simplest term, it is a set of rules and configurations designed to protect the 

integrity, confidentiality and accessibility of computer networks and data using both 

software and hardware technologies. Every organization, regardless of size, industry or 

infrastructure, requires a degree of network security solutions in place to protect it from the 

ever-growing landscape of cyber threats in the wild today. 

Today's network architecture is complex and is facing a threatful environment that is 

always changing and attackers that are always trying to find ways to exploit vulnerabilities. 

These vulnerabilities can exist in a broad number of areas, including devices, data, 

applications, users and locations. For this reason, there are many network security 

management tools and applications in use today that address individual threats and exploits 

and also regulatory non-compliance. When just a few minutes of downtime can cause 

widespread disruption and massive damage to an organization's bottom line and reputation, 

it is essential that these protection measures are in place. 

The guide of solved practical exercises is developed according to the study programs in 

the course Networks Security for the Technical University of Moldova. 

Each paper concludes with comprehension verification questions, which include the 

minimum knowledge required to perform the laboratory work that will be presented to 

students by the teacher. 

The guide is intended for students enrolled in the specialties where the Networks 

Security 

course can be found in the curriculum, full-time or part-time mode of study. 

The support that contains solved practical examples is as an Appendix for the lessons 

recorded for the Networks Security university course on the eLearning platform of the 

Technical University of Moldova, access link: 

https://lectii.utm.md/courses/retele-de-calculatoare-computer-networks/ 

https://www.researchgate.net/publication/367041027_Computer_networks_Practical_ex 

amples_solved_to_be_introduced_in_computer_networks 

This guide is intended to supplement the didactic-methodical support of the Network 

Security discipline included in the study programmes of several specialties within the 

Technical University of Moldova. 
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Introduction: 

Networks are routinely attacked. A quick Internet search for network attacks will return many 

articles about network attacks, including news about organizations that have been compromised, 

the latest threats to network security, attack mitigation tools, and more. 

Network security directly relates to the business continuity of an organization. Network 

security breaches can disrupt e-commerce, cause loss of business data, threaten people's privacy 

and compromise information integrity. These breaches can result in lost revenue for corporations, 

intellectual property theft, lawsuits, and even threaten public safety. 

Maintaining a secure network ensures the safety of network users and protects business 

interests. Keeping a network secured requires vigilance from an organization's network security 

professionals. The latterly must be constantly aware of new and evolving network threats and 

attacks, as well as device and application vulnerabilities. 

Internal threats have the potential to cause greater damage than external threats because internal 

users have direct access to the building and its infrastructure devices. Employees may also have 

knowledge of the corporate network, its resources, and its confidential data. 

Network security professionals must implement tools and apply techniques to mitigate both 

external and internal threats, in order to protect organization's data, as well as implement various 

data loss prevention controls that combine strategic, operational and tactical measures. 

6



BIBLIOGRAPHY: 

1. Ludmila Peca, Dinu Ţurcanu. Computer networks: Practical examples solved to be introduced in

computer networks. ISBN 978-9975-45-812-2. Chișinău, Publisher ,,Tehnica-UTM”, 2022.

2. Balchunas, Aaron. Cisco CCNA Study Gide. 2014;

3. CISCO CCNA Network Security course;

4. CISCO CCNA Cybersecurity Operations course;

5. CISCO CCNA Security course;

6. Kurose, James F., and Keith W. Ross. Computer Networking: A Top-Down Approach. 7th

ed., Pearson, 2017.

7. Stallings, William. Network Security Essentials: Applications and Standards. 6th ed., Pearson,

2017. 

8. Dinu Ţurcanu, Natalia Spinu, Serghei Popovici, Tatiana Țurcanu. Cybersecurity of the

Republic of Moldova: a retrospective for the period 2015-2020. Journal of Social Sciences,

Vol. IV, no. 1 (2021), pp. 74 – 83.

9. Stevens, W. Richard. TCP/IP Illustrated, Volume 1: The Protocols. Addison-Wesley

Professional, 2011.

10. Rodica Bulai, Dinu Ţurcanu, Dumitru Ciorbă. Education in Cybersecurity. Central and

Eastern European eDem and eGov Days 2019 - Conferința "Central and Eastern European

eDem and eGov Days ", Budapesta, Hungary, 2-3 mai 2019.

11. Dinu Ţurcanu, Serghei Ppovici, Tatiana Ţurcanu, “Digital signature: advantages, challenges

and strategies,” Journal of Social Sciences, Vol. III, no. 4 (2020), pp. 62 - 72.

12. Carolina Timco, Larisa Bugaian, Dinu Ţurcanu, “Governance of the Technical University of

Moldova in the digital era,” Journal of Social Sciences, Vol. II, no. 2 (2019), pp. 19 - 27.

13. D. Țurcanu, Rodica Siminiuc, V. Bostan & T. Țurcanu, “Impact of the Covid-19 Pandemic on

the Use of Microsoft 365 and Learning Outcomes at the Technical University of Moldova,”

International Conference on Nanotechnologies and Biomedical Engineering, ICNBME 2021:

5th International Conference on Nanotechnologies and Biomedical Engineering, pp. 456–462.

14. Dinu Țurcanu, Rodica Siminiuc, Viorel Bostan, “The Impact of the COVID-19 Pandemic on

the Use of Digital Technologies in Ensuring the Efficient e-Learning Process at the Technical

University of Moldova”, Creative Education, 2020, 11, https://www.scirp.org/journal/ce, DOI:

10.4236/ce.2020.1110154, pp.2116–2132.

241



15. Sanders, Chris. "Practical Packe10 t Analysis: Using Wireshark to Solve Real-World Network

Problems." 3rd ed., No Starch Press, 2017.

16. ŢURCANU, Dinu; CHIHAI, Andrei; RUSSU, Gabriel. Ghid metodic pentru lucrări de

laborator la disciplina "Reţele de calculatoare". Partea întâia. Chișinău, UTM, 2012.

242


