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ADNOTARE

la teza ,Proiectarea sistemului IoT pentru mentinerea sigurantei electrice a unei case
inteligente” prezentatia de catre Motruc Alexandrina pentru acordarea gradului academic de
inginer masterand, Chisiniu, 2021.

Structura tezei. Teza cuprinde introducerea, trei capitole, concluzii, bibliografia cu 28 titluri, 46
pagini text de baza, inclusiv 28 de figuri si 3 tabele.

Cuvintele-cheie: 10T, smart, automatizare, MQTT, senzor, curent, tehnologii, ZigBee, siguranta
electrica.

Scopul lucrarii constd in dezvoltarea unui sistem IoT pentru mentinerea sigurantei electrice a unei
case inteligente cu utilizarea tehnologiilor fara fir.

Obiectivele generale:

1. Analiza comparativa a sistemelor moderne de mentinere a securitatii electrice si formularea
conceptului sistemului proiectat;

2. Dezvoltarea structurii sistemului bazata pe tehnologia IoT Zigbee;

3. Selectarea si justificarea componentelor electronice ale sistemului;

4., Scrierea codului programului pentru dirijarea sistemului.

Metodele aplicate.

La elaborarea tezei s-au folosit doua metode de cunoastere stiintifica, una empirica si doua teoretice.

o comparatia este una dintre cele mai frecvente metode de cunoastere. Datoritd acestei metode s-
au ales cele mai convenabile componente ale sistemului si tehnologia Zigbee.

o analiza reprezinta procesul de descompunere a sistemului in partile componente ale acestuia.
Atunci cand se foloseste metoda de analiza, se imparte mental obiectul studiat, adica se afla din
ce parti este format si care sunt proprietatile sale.

o sinteza este combinarea partilor obtinute prin analizd intr-un intreg. Ca urmare a aplicarii
sintezei, cunostintele obtinute datorita analizei sunt combinate intr-un singur sistem.

Rezultatele concrete obtinute.
Ca rezultat al efectuarii tezei de master si a luarii deciziilor corecte in baza studiului bibliografic s-au
obtinut urmatoarele rezultate:

Analiza sistemelor moderne de asigurare a securitdtii electrice a evidentiat necesitatea
dezvoltarii unui sistem IoT pentru controlul aparatelor de uz casnic de la distanta; a fost elaborat un
sistem loT pe baza senzorului de curent ACS712; au fost demonstrate perspectivele senzorilor
inteligenti ca parte componenta a sistemelor bazate pe tehnologia loT ZigBee; a fost scris codul

programului penrtu dirijarea sistemului.



AHHOTAIIUA
K aumiioMmHoi padoore «IIpoexkTupoBanue cucremsbl [oT nist obecnevyennst 3J1eKTPOOE30NACHOCTH
YMHOI'0 I0Ma), NpeacTaBjJeHHo MoTpyK AJleKCaHJAPHHON 1JIS MPUCYKIEHUsS] YYeHOH CTerneHu
Marucrpa-uH:;keHepa, Knmmnes, 2021.
Crpykrypa padorsl: [luniaoMHas paboTa BKIIOYAeT BBEACHUE, TPU TJIaBbl, BEIBOABI, OHOIHOTrpaduio
u3 28 Ha3BaHMi, 46 CTpaHUIl OCHOBHOTO TEKCTa, B TOM YHCie 28 PUCYHKOB U 3 TaOJIHIIBI.
KiaroueBbie ciaoBa: IoT, smart, aBromarmzamus, MQTT, natumk, Tok, TexHojorusa, ZigBee,
AJIEKTPOOE30IMaCHOCTb.
Heanb padoTsl cocTout B pazpabotke cucreMbl [0T mias obecriedeHust AIeKTPpoOE30MacHOCTH Y MHOTO
Jloma Ha OCHOBE OECITPOBOJIHBIX CETEH.
3anauyu padoThI:
1. CpaBHuTenbHBI aHaJIM3 COBPEMEHHBIX CHUCTEM OOECHEYEHUsI DJIEKTPOOE30IIaCHOCTH U
(bopMyIHpOBKa KOHIENIIMN TPOSKTHPYEMON CHCTEMBI;
2. Pa3zpabotka cTpyKTYypbl CUCTEMbI Ha ocHOBe TexHoJoruu [oT;
3. Br10op u 060cHOBaHUE IEKTPOHHBIX KOMIOHEHTOB CHCTEMBI,
4. Pa3paboTka MporpaMMHOTO 00ECTIEYECHHUSI CHCTEMBI.
Hcnonb3oBaHHbIE METOABI:
[Tpu pa3paboTke paboThl OBUIM UCHIOIB30BAHBI IBA METOAA HAYYHOTO MO3HAHUS: OJUH SMIIUPHUUECKUN
Y J1Ba TEOPETUYECKUX.
O CpaBHeHHe - OJIMH M3 CaMbIX pacHpOCTPAHEHHBIX METOAOB MO3HaHMA. bnaronmaps sTomy
MeTOo.ly ObLTH BBIOpaHbl HANOOJIee MOIXOIAIINE KOMIIOHEHTBI CUCTEMBI U TexHoJorus Zighee.
O aHaJM3 - 3TO IPOLECC pa3felIeHus CHCTEMbl Ha cocTaBHble 4acTd. [Ipu mcnosb3oBaHun
METO/Ia aHajM3a UCCIEAYeMbIi 0OBEKT MBICIIEHHO pa3leisieTcs, T. €. BbIACHAETCS, U3 KaKuX
yacTel OH 00pa30BaH U KaKOBbI €0 CBOICTBA.
O CHHTe3 - 3T0 00BbEMHEHNUE YacTel, MOJIyYEHHBIX B pe3ysbTaTe aHajiu3a, B eauHoe 1enoe. B
pe3ysbTaTe NPUMEHEHHs CUHTE3a 3HaHUs, NIOJYUYECHHBIE B Pe3yJIbTaTe aHalu3a, 00bEeTUHIIOTCS
B €IMHYIO CUCTEMY.
IHosryyeHHbIE pe3yJIbTATHI.
[TpoBeneHHbIN aHaJIU3 COBPEMEHHBIX CHCTEM OOecleueHusi AJIEKTPOoOe30MacHOCTH IOKa3al
HEOOXOUMOCTh pa3paboTku cucteMmbl |0T ympaBiaeHus OBITOBBIMH NpUOOpaMU JTUCTAHIIMOHHO,
paspaborana l0T cucrema c wucnonb3oBanuem gatuuka Toka ACS712; npoaeMoHCTpUpOBaHa
NepPCIIEKTUBHOCTh MHTEIUIEKTYaIbHBIX JaTYMKOB B COCTaBe CHCTeM Ha Oa3e TexHoioruu 10T ZigBee;

OBLJT HAaNKMCaH IPOrPaMMHBINA KOJ ISl YIPaBJIEHUS! CUCTEMOM.



ANNOTATION

for the thesis ""Designing an IoT system to ensure the electrical safety of a smart home"
presented by Motruc Alexandrina for for conffering a master's degree in engineering, Chisinau,
2021.

Thesis structure. The thesis includes an introduction, three chapters, conclusions, a bibliography with
28 titles, 46 pages of the main text, including 28 figures and 3 tables. thesis includes the introduction,
Keywords: 10T, smart, automation, MQTT, sensor, current, technology, ZigBee, electrical safety.

The purpose of this thesis is to develop an loT system to ensure the electrical safety of a Smart Home
based on wireless networks.

General objectives:

1. Comparative analysis of modern systems for ensuring electrical safety and the formulation of the
concept of the designed system;

2. Development of a system structure based on loT technology;

3. Selection and justification of electronic components of the system;

4. Development of system software.

Applied methods.

Two methods of scientific knowledge were used to elaborate the thesis, one empirical and two
theoretical.

o comparison is one of the most common methods of cognition. Through this method, the most
suitable system components and Zigbee technology were selected.

o analysis is the process of dividing a system into its component parts. When using the method
of analysis, the object under study is mentally divided, that is, it is found out from which parts
it is formed and what are its properties.

o synthesis is the unification of parts obtained as a result of analysis into a single whole. As a
result of the application of synthesis, the knowledge obtained as a result of the analysis is
combined into a single system.

The concrete results obtained.

As a result of performing the master's thesis and making the right decisions based on the bibliographic
study, the following results were obtained:

The analysis of modern systems for ensuring electrical safety showed the need to develop an IoT
system for monitoring home appliances remotely, an IoT system was developed using an ACS712
current sensor; demonstrated the promise of smart sensors as part of systems based on IoT ZigBee

technology; the program code was written to control the system.
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BBEJAEHUE

0T (Internet of Things) — sTo TexHOIOrHYecKass KOHIIEIIKS B3aMMOICHCTBHUS YCTPOUCTB,
JOCTYITHBIX K MOHHTOPUHTY M YIPABICHHIO MMM, CHOCOOHAs MEPECTPOUTh SKOHOMHYECKHE W
OOIIECTBEHHBIE MPOIECCHl, HCKIIIOYAONIee M3 YacTH JACHCTBUH M omepauuii HeoOXOIMMOCTb
yuactus denoBeka. OHa JaéT BO3MOXKHOCTb MOJYYHTh JOCTYH K TIIOKa3aTeNlsiM JaTYUKOB
TEMIIepaTyphbl, JaBICHHs, CKOPOCTH, I'€OJIOKAIINHU, COBEPIICHHBIX JICHCTBUN B OHJIAHH PEXKHUME.

WutepHer Bemield OOBEOMHSET YCTPOWCTBA B KOMITBIOTEPHYIO CE€Th M MO3BOJSET UM
coOuparh, aHAIW3WPOBaATh, OOpabaThIBaTh W IEpEeNaBaTh JJAaHHBIE IPYTHMM OOBEKTaM uepe3
nporpaMMHOe oOecrieueHue, IPUIOKEHUS HITH TEXHUYECKHE YCTPOICTBA.

I0T-cucTembl paboOTAOT B PEKUME PEATbHOTO BPEMEHH M OOBIYHO COCTOST U3 CETH YMHBIX
YCTPOMCTB U 00Ma4HON MIaTGOpMbI, K KOTOPOW OHM HOJKI04YeHbl ¢ nomoribio WiFi, Bluetooth
WIN JPYTUX BHIOB CBsi3U. CHavana yCcTpoHCTBa COOMPAIOT JaHHBIE — HANPUMED, O TEMIIEpaType B
KBAapTHPE WM YaCTOTE CEPALICOMEHUS MOJIb30BATENs, 3aT€M TH JaHHBIE OTIIPABIISIOTCS B 00JIAKO.
Tam mnporpammuHoe obOecriedeHne oOpabaThiBaeT HMX. YUYTO MPOUCXOIUT, KOI/a TemIeparypa
OKa3bIBACTCSl CIUINKOM BBICOKOW WJIM B TMOMEHICHUM HAXOIUTCS 3JI0yMbInUieHHUK? Cucrema
OTIOBEIAET 00 STOM MOJB30BATENSl MM CaMa BBINOJHSET NAIbHEHIINEe NEHCTBHS — HaIpUMeED,
OsoKMpyeT WM Ha00OpOT OTKPHIBACT JBEPH, BKIIOYAET CHUCTEMY OIoBemeHus, 38B0HUT B MUC un
oo, [1]

AKTYaJIbHOCTBh TeMbl 000CHOBaHa HEOOXOJMMOCTBIO YAAJIEHHOTO KOHTPOJIS 32 COCTOSTHUEM
OBITOBBIX IPUOOPOB C LENbI0 0OecTIeueH s IIEKTPOOE30MaCHOCTH.

Heabio auniaoMHoii padoThl sBisieTcs pa3paborka cuctembl loT st obecrieueHus
anekTpobe3onacHocTi YMHOro /loma Ha ocHOBE OECITPOBOJHBIX CETEH.

3aaHHas ek OINpeesInIa CIEAYIONINEe 3a1a41, HE0OX0IUMbIe JUIs €€ TOCTHKEHUS:

1. AHanmu3  COBPEMEHHBIX  CHUCTeM  oOOecleyeHHs  HJIEKTPOOe30HacHOCTH |

(bopMyITUPOBKA KOHIICTIIIMH MPOEKTUPYEMON CUCTEMBI;

2. Uccnenoanue obnaunbix cepBucoB tenemerpun MQTT;

3 PazpaboTtka cTpyKTypbl cucTeMBbl Ha OCHOBE TexHosoruu [oT;

4. Br160op 1 060cHOBaHME IEKTPOHHBIX KOMIIOHEHTOB CHCTEMBI

5 Br16op 1 o6ocHoBaHuEe nHTEp(dEiica CBSI3U MEXKY dJIEMEHTAMU CHCTEMBI.
6 Pa3zpaboTka mporpaMMHOTO 00ECTICUEHHS CUCTEMBI.

Hcnoab30BaHHbIE METOABI:
HpI/I HaIlCaHUHU JUILIOMHOM pa6OTBI HCIOJIb30BAJIUCH Ba MCETOJAd HAYUYHOTI'O ITO3HAHUA,

OJJUH 3MHI/IpI/I‘—IeCKI/II\/'I " IBa TCOPCTUUCCKHX: CPABHCHUC, aHAJIN3 U CUHTEC3.
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BUBJIMOI' PA®UA

0T — unTepHeT Bemieii - https://timeline.ru/shop/panels/iot/

Internet of Things (loT) for Automated and Smart Applications -
https://www.intechopen.com/chapters/65877

Jomamrnsis aBTomaTtu3anus - https://ru.wikipedia.org/wiki/JlomamHss aBroMatu3anus
Bcemupnoe uccnemnoanme Digital IQ® 3a 2017 rox, PwC - HUurepuer Bemieit (IoT) B
Poccun. Texnonorus Oyayimiero, J0CTyIHAs yKe ceidac.

WuTepuer Bemeii - https://ru.wikipedia.org/wiki/aTepHer Bemiei

YwMHbIe TOposa - https://www.tadviser.ru/index.php/Crarbs: YMHBIE Topoaa (Smart cities)
Smart city - https://en.wikipedia.org/wiki/Smart_city

becnipoBoHo# matumk Toka - https://ste.education/ru/produkt/besprovodnoj-datchik-toka/
becnpoBogHoli  nmaTumk HampspbkeHust - https://ste.education/ru/produkt/besprovodnoj-
datchik-napryazheniya/

Bluetooth Low Energy - https://star-wiki.ru/wiki/Bluetooth_Low_Energy

Bluetooth Low Energy: A Closer Look - https://www.onsetcomp.com/content/bluetooth-
low-energy-closer-look/

Bluetooth Low Energy: OAPOOHBIN raizu TUTS HAYNHAIOIIUX -
https://habr.com/ru/post/532298/

[Iporokon Bluetooth Low Energy: moanepkka yctpoiicTBaMu M crneuu@uka paboTsl -
https://future2day.ru/protokol-bluetooth-low-energy/

LORAWAN: Iupokue Bo3moxunoctn Cerun J[lanpnero Pammyca - http://orion-
m2m.com/ru/news/lorawan-shirokie-vozmozhnosti-seti-dalnego-radiusa/

becnipoBoaubie cranmaptel. Uto Takoe Zigbee? - https://artismedia.by/blog/besprovodnye-
standarty-chto-takoe-zighee/

Zigbee - https://ru.wikipedia.org/wiki/Zigbee

SigFox - https://iot.ru/wiki/sigfox

Thread - https://iot.ru/wiki/thread

NB-IoT - https://iot.ru/wiki/nb-iot

Uro takoe MQTT u nmna uwero on HyxkeH B lloT? Omnwucanume mnporoxona MQTT -
https://ipc2u.ru/articles/prostye-resheniya/chto-takoe-mqtt/

Muxkpoxkommnetotep Raspberry Pi 3 Model B — https://3d-diy.ru/wiki/arduino-platy/obzor-
plat-raspberry-pi/

Harunk Toka ACS712 - https://3d-diy.ru/wiki/arduino-datchiki/datchik-toka-acs712/

Cursul Introduction To loT. Disponibil: www.cisco.netaca.net.

PERRY LEA. Internet of Things for Architects ISBN 781788470599 © 2018 Packt
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25. PETER WAHER. Learning Internet of Things. Editura: Copyright © 2015 Packt Publishing

26. DIRK HENRICI, ANETA KABZEVA AND PAUL MULLER. RFID Arhitecture.

27.User  Manual for the  SMI150T. - https://www.delta-t.co.uk/wp-
content/uploads/2017/01/SM150T-user-manual-version-1.0.pdf

28. Cuctembl xpaHeHust naHHbIX g pabotrel ¢ High Load mpoextamm. NAS. Yacte 2.
https://antiddos.biz/sistemy-xraneniya-dannyx-dlya-raboty-s-high-load-proektami-nas-chast-
2/
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