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Rezumat

Teza de master prezentata de studentul Lungu Mihail isi propune sa detecteze cele mai bune tehnici
si abordari de testare pentru Smart Contracts implementate pe un Blockchain, iar ca exemplu de mediu, toate
contractele au fost implementate pe Ethereum Blockchain testnet.

Chainlink ofera utilizatorilor un set intreg de garantii pentru a asigura un mecanism oracol extrem de
sigur side incredere. Prin construirea acestor caracteristici cheie pe Chainlink, contractele inteligente pe orice
blockchain pot acum accesa date din afara lantului fara a-si sacrifica valoarea de baza a determinismului,
oferind o baza solida de la care sa construiasca viitorul automatizarii bazate pe date.

Scopul lucrarii constd 1n analiza si identificarea celei mai bune solutie pentru testarea automata a
retelei descentralizate de noduri care furnizeaza date si informatii din surse off-blockchain la Smart Contracts
n blockchain prin oracole.

Noile tehnologii necesita noi tipuri de testare. Dupa cum am vazut in exemplul Blockchain si al
oracolelor, metodele traditionale de testare nu sunt suficiente. Trebuie sa se mearga cu un nivel mai sus si sa
se testeze aplicatiile lanivel de arhitectura.

Pentru realizarea scopului au fost intreprinse:

1. Utilizareacelui mai bun limbaj pentru interactiunea cu Blockchain si Kuberenetes, care este Golang
(GO).

2. S-acreat o modalitate de a implementa medii efemere care sa permita testarea diferitor arhitecturi si
moduri de a implementaintregul pachet de aplicatii care modeleaza medii de productie in executie

Chainlink a rezolvat ceea ce era cunoscut sub numele de ,,problema oracolului”. Problema oracolului
provine dintr-o problema cu Smart Contracts pe retelele blockchain si modul in care acestea sunt complet
izolate de lumea exterioara. Smart Contracts isi obtin de obicei datele externe de la ,,Oracles” (puncte de date,
API-uri) - si aici este problema. Contractele inteligente sunt doar la fel de ,,inteligente” ca si informatiile
furnizate de oracole. Daca un contract inteligent este furnizat cu cod rau intentionat sau date inexacte,
contractul il va procesa oricum, deoarece este doar cod - si ceea ce iese ar fi imprevizibil, gresit sau mai rau.

Teza de master a fost elaborate in 3 capitole, cu descriere succintd a fiecaruia:

Capitolul 1 - descrie domeniul caruia ii apartine sistemul si prezinta o cercetare a acestuia in vederea
rezolvarii problemei identificate;

Capitolul 2 - descrie abordarea potrivita pentru testarea unui Smart Contract, aplicind metoda
DefectChecker

Capitolul 3 - descrie utilizarea aplicatieisi documentatia sistemului



Abstract

The master’s thesis presented in this report by the student Lungu Mihail aims to detect best testing
techniques and approaches for Smart Contracts deployed on a Blockchain. As an environment example all
contracts were deployed on Ethereum Blockchain testnet.

These are just some of the many features offered by Chainlink that provide users with a whole set of
guarantees to ensure a highly secure and reliable oracle mechanism. By building out these key features on
Chainlink, smart contracts on any blockchain can now access off-chain data without sacrificing its core value
of determinism, providing a solid foundation from which to build out the future of data-driven automation.

The scope of the thesis work is to analyse and find out best solution for automated testing of
decentralized network of nodes that provide data and information from off-blockchain sources to on-
blockchain smart contracts via oracles.

New technologies require new types of testing. As we have seen in the example of Blockchain and
oracles traditional testing methods are not enough. We have to go one level higher and test applications at
architecture level. To achieve this we have done following things:

1. Use the best language for Blockchain and Kuberenetes which is Golang (GO)

2. We have created a way to deploy ephemeral environments which allows us to test different
architectures and ways to deploy the whole stack of applications which model running production
environments
Chainlink has solved what was known as the “oracle problem”. The oracle problem originates from

an issue with smart contracts on blockchain networks and how they are completely isolated from the outside
world. The smart contracts typically obtain their external data from “Oracles” (data points, APIs) — and this
is where the problem lies. Smart contracts are only as “smart” as the information delivered to them by the
oracles. If a smart contract is provided with malicious code or inaccurate data, the contract will still process
it anyway because it is just code — and what comes out would be unpredictable, wrong, or worse.

The structure of this work is organized by chapters. Below they will be listed along with a short
description:

Chapter 1 — describes the field to which the system belongs and presents a research of it in order to

solve the identified problem;

Chapter 2 — describes the right approach for testing an Smart Contract, which is DefectChecker

approach

Chapter 3 — describes application usage and system documentation
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Introduction

On the blockchain, smart contracts are Turing-complete programs. Even when bugs are discovered,
they are immutable and cannot be changed. As aresult, it's critical to make sure smart contracts are bug-free
and well-designed before publishing them to the blockchain. A contract defect is a flaw, error, or flaw in a
smart contract that leads it to deliver an inaccurate or unexpected result or behave in unanticipated ways.

Detecting and eliminating contract faults can help you avoid errors and make your applications more
reliable. Decentralized cryptocurrencies have gained a lot of attention in recent years. Decentralized
cryptocurrencies use the blockchain concept as their underlying technology to ensure that these systems are
scalable and secure without the need for centralized governance.

Smart contracts have several characteristics that make them appealing to hackers. On the one hand, many
smart contracts store valuable Ethers and are unable to conceal their balance, providing a financial incentive

for hackers to attack.

Smart contracts, on the other hand, operate on a permission-less network, which implies that hackers
can easily inspect all transactions and bytecode in order to uncover weaknesses in the contracts. Even when
faults are discovered, smart contracts cannot be updated. As a result, it's critical to make sure smart contracts

are bug-free and well-designed before putting them on Ethereum.

The financial services business is another area where smart contracts are appropriate. For example,
the technology might be used to automate trade clearing and settlement, bond coupon payment, and even

insurance claim computationand payout.

Smart contracts, while their apparent uses in finance, are adaptable enough to be used in virtually any
business where dollars, digital assets, or any type of digital information must be transferred between parties.
The equipment leasing industry, for example, has made substantial use of these contracts in the real world to

improve lease agreements.
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