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Abstract. This paper uses the systematic literature review methodology to identify, analyze 
and evaluate the state of the art on the use of decision support systems for cyber risk 
management in critical infrastructures. This type of activity allows us to make a reliable and 
unbiased analysis of existing research and identify areas that need further exploration. 
Existing knowledge and studies on this topic are critically analyzed in order to better 
position future research actions in this field. Identifying, assessing, and managing the cyber 
risks of information technology components in critical infrastructure has a major impact on 
the overall security and safety of the entity. The amount of data that is required to be 
processed and analyzed is often beyond the capacity of the operator or decision makers. 
The aim is to explore the extent to which the decision support system is currently used to 
overcome this limitation in cyber risk management, to present rapid and informed 
responses to the identified risks. 

 

Keywords: critical infrastructure, cyber threats, cyber risk management, decision support 
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Introduction 
 Critical infrastructures are the backbone of our economy, society as well as national 
security. The definition of critical infrastructure refers to physical or information technology 
(IT) facilities such as financial systems, energy, health, communications and key government 
services that if disrupted or damaged could have an impact on the safety, security or 
economy of citizens, as well the effective functioning of the government [1]. This 
explanation and the elements mentioned are similar to the definition adopted in countries 
such as US and Canada [2, 3]. 

Based on this description it can be deduced that there are different domains of 
critical infrastructure, such as finance, banking or key government services. These might be 
differently classified, however are converging to the definition above. 

Due to the massive digitalization processes, the cyber implication in critical 
infrastructure can be considered traditional nowadays. Within the sectors listed above, there 
can be different levels of dependency on IT systems: for example in banking or finance the 
IT systems play a crucial role in most processes, whereas in manufacturing the IT systems 
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are integrated with operational technology (OT) and form the so called cyber-physical 
interface. Therefore, the role of IT can range from representing the main system or 
software, to auxiliary roles such as sensing, anomaly detection or performing certain 
function within the OT. The later would have a strong connection with physical systems, 
and IT performs functions such as monitoring, decision making or even controlling the 
physical components. 

Historically OT systems were disconnected from IT and focused mainly on the 
integrity and availability of system operations. The integration of IT brings cybersecurity 
risks and challenges among commodity and improvements. A cyber attack on a critical 
infrastructure could lead to physical damages, such as draining water in dams, overloading 
electricity networks in smart grids or even controlling industrial (e.g. chemical, nuclear, etc.) 
processes with the goal to create harm. Such attacks are actual and pose risks to the 
economy, society and citizens, both at a national and regional level. 

The following challenges result from the interaction of IT and OT: 
1. Safety and security concepts have emerged into one and require the cooperation 

between IT and OT engineers, as well as decision makers 
2. IT Security controls and concepts need to be adapted and potentially re-designed 

to the needs and specifics of OT   
3. Managing threats upon the IT and physical system requires horizontal 

cooperation between the teams and analysis of large amount of different type of 
data.  

The above challenges create a context where cyber security and facility engineers should 
be working together, in order to be able to correlate vulnerabilities that IT systems 
introduce in the OT. It also requires reverse feedback in order for cyber security experts to 
understand the functions and importance of the physical components. A detailed modelling 
of processes and infrastructure is required in order to generate an overall perspective of 
cyber risks in critical infrastructures for the decision makers. 

In addition, the interconnection between IT and OT increases the attack surface and 
number of vulnerabilities which can be exploited by threat actors. A remote attack on a 
previously isolated network has now become possible, as many of these systems are digital 
and have increased connectivity, often even to the Internet. This increases the requirement 
to protect the sensitive, sometimes even personal data, as well as the availability and 
integrity of the core processes. 

The current situation intensifies the need to understand each cyber risk in relation to 
the critical infrastructure and how to efficiently control it. Due to the complexity of this 
process and amount of data, the industries are now looking into IT solutions for achieving 
these needs. 

 

Risk management. Cyber risks. 
In this chapter we will cover the definition of the terms related to cyber risks and 

clarify the context for the review process that we will perform in this paper. The ISO Guide 
73:2009 defines the terms risk, risk management and risk management process as following 
[4]: 

• A risk is the effect of uncertainty on objectives, which can have different aspects 
(safety, financial etc.) and be applied at different levels (strategic, product, 
process). The uncertainty term, as per ISO, refers to the state, or partial one, of 
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lack of information to the understanding of an event, its consequence or 
likelihood.  

• Risk management refers to coordinated activities to direct and control an 
organization with regard to risk 

• Risk management process is a systematic application of management policies, 
procedures and practices to the activities of communicating, consulting, 
establishing the context, and identifying, analyzing, evaluating, treating, 
monitoring and reviewing risk.   

Whereas the ISO risk related terminology has some specifics, we believe that many 
of these terms are often used with interchangeable meanings in papers, literature and 
media unless otherwise specified. We will take into consideration the definition of specific 
terms and phases, however we assume that many times the reference is made to the core 
meaning of a risk as the result of threat, probability and consequences. 

Another common understanding of managing risks is risk reduction. Studies have 
shown that the overall costs are considerably lower when reducing risks to an acceptable 
level, compared to the cost of the incident and hazard that this risk might have caused [5]. 
Whereas this conclusion is from a study focused on natural hazards, we see a direct 
connection with our research, as cyber security incidents can lead to safety events in critical 
infrastructures. Therefore, we consider the cyber risk management an actual and emerging 
topic. In our review, we will focus on cyber risks as the threats that arise from the 
cyberspace or the use of IT. The notion of “cyber risk” is not explicitly defined by ISO, 
however it became very popular and commonly used in the industry. 

 

Cyber threats in the modern era 
The focus that we have chosen on cyber risk management is based on the 

emergence of these threats upon the critical infrastructures and the need to identify and 
control these risks. Previously OT were associated with physical systems and the physical 
security of an entity was considered to be the main goal of the critical infrastructure 
security team. With the introduction of IT, the physical and cyber security domains have 
converged and mandate the cooperation between experts with knowledge from two various 
domains. Taking this into account, we believe risk management processes for ensuring 
physical security are mature enough and ensure an adequate level of protection in line with 
the current threats and risks. Therefore, we have decided to focus in our research on the 
cyber risk management in critical infrastructures, as we observe that IT and the associated 
risks create challenges in ensuring the safety and security of a critical infrastructure. Our 
focus is also influenced by the continuous increase in the past decade, both in number of 
cyber attacks as well as potential damage on critical infrastructures [6, 7]. 

The status of current cyber threats is well defined and has been evaluated as being 
ahead of the defensive reactions in the area of critical infrastructures [8]. This requires 
investment in the short term solely to the deterrence of cyber threats. We believe this 
contours the threat level, the increased probability as well as the need to take actions in 
improving the cyber risk management process in critical infrastructures.  

In our view the above statement is applicable to most, if not to all countries, in terms 
of cyber threat perception in critical infrastructures. This provides us the necessary context 
to extract the facts that cyber threats are developing fast and defense is one step behind. In 
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our view actions are required in order to improve the security stance of the underlying 
information systems in critical infrastructures. 

In addition, there are different needs and strategies adopted that refer to securing 
the underlying information systems of critical services that are at the basis of the critical 
infrastructure [9]. As example, the main goal reflected by National Institute of Standards 
and Technology is to ensure that IT systems are adequately reliable and secure throughout 
the development life cycle, provides the necessary resilience, and thus supports the 
economy and national security [9]. Additionally, other objectives such as system 
modernization, increase the use of automation, as well as standardization and optimization 
of systems in order to strengthen the protection for high value assets are specified. 

We believe the actions and strategies described by certain countries, relate and 
position the cyber threats as emerging risks for critical infrastructures. 

 

Decision Support Systems 
The definition of a decision support system (DSS) is relatively easy to perceive by the 

meaning of each of its terms. We will consider a DSS as per the definition of Filip as an 
evolving information system, anthropocentric and adaptive, which is designed to simulate 
the functions of advising in order to support the decision makers [10]. The DSS is a 
potential solution in overcoming human limits in terms of solving complex decisions or 
analyzing a large amount of data [11, 12]. We prefer this definition as it covers the required 
elements in the context of our review of cyber risks in critical infrastructures. DSS relate to 
a range of systems which include various technologies and aim in guiding and supporting 
the decision-making process [12,13]. Such systems can cope with multidimensional and 
complex topics, and can be considered as the substitution of a team of experts with 
different backgrounds [11, 12]. 

We have selected this type of systems, due to the exponential increasing interest of 
DSS in research [13]. On the other side, a DSS can be linked to related terms such as 
decision making or expert systems. We will focus on the DSS term as we consider it is 
comprehensive and covers the required factors in our research. This type of system can 
support the focus on a long term and sustainable solution in managing cyber risks in this 
domain. 

The opportunities provided by a DSS also relate to NIST recommendations on 
increasing the use of automation wherever possible, due to factors as speed, effectiveness, 
and efficiency of executing actions part of the risk management process. We believe a DSS 
could support and implement this recommendation into practice, as these systems are 
conceptually able to perform real time, continuous assessment and monitoring of controls 
for the decision maker, and also support the cyber risk management process. 

Another factor for using DSS are trends that were identified in the continuous 
integration between entities, diversity of cultures and technologies that are interconnected, 
as well as the pursuit of a sustainable development [14].  In our opinion, the same trends 
and factors can be observed in the development and digitalization of critical infrastructures 
and afferent risk management processes. 

 

Systematic literature review 
In this paper we will conduct a systematic literature review in order to identify, 

evaluate and summarize the state of art of decision support systems for cyber risk 
management in critical infrastructures. A systematic literature review (SLR) is a type of 
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secondary study that uses a pre-defined methodology to identify, analyze and interpret all 
existing and available studies on a specific question [15]. Even though the SLRs are used in 
domains such as environment or medicine, the principles can be adjusted for other fields 
such as IT and software engineering [16]. 

We have selected this type of study as it reduces the likelihood of a bias, as well as 
creates a comprehensive overview on the desired topic. The results of the SLR will support 
us in evaluating the state of art of existing studies on our research question. The repeatable 
steps of a SLR in identification, extraction and information aggregation are considered to be 
linked to scientific research. 

 

Problem definition and protocol 
In the context of this SLR our main question is to evaluate the state of art in the use 

of DSS for cyber risk management in critical infrastructures. The objectives that we aim for 
are the following: 

• To summarize the existing evidence of DSS for cyber risk management in critical 
infrastructures  

• To identify gaps in current research, and suggest areas for further investigation.  
• To provide the framework in order to appropriately position new research 

activities. 
• To empower us to make a trustworthy and unbiased analysis on the proposed 

research question 
The criteria for inclusion are:  

• Studies that discuss the combination of cyber security, risk management, critical 
infrastructures and decision support systems 

• Studies that mention systematic analysis of the literature to assess and manage 
cyber risks in critical infrastructures 

• The studies describe decision support systems used in cyber risk management in 
critical infrastructures 

The criteria for exclusion are:  
• Studies that are not related to the main research question 
• Studies that mention the need of a DSS however are not explicitly describing the 

system 
The specific questions that we will evaluate the final list of selected papers upon are 

the following: 
1. Is the paper describing or proposing a DSS?  
2. Is decision support system a prototype or used in practice? 
3. Does the paper explicitly focus on cyber risks? If not, on which type of risks does 

the paper focus on? 
4. What areas of risks management are discussed?  
5. Is the study oriented on generic critical infrastructures or specific domains? 

 

Conducting the review. Identification of research  
The search strategy that we have chosen was refined in order to cover the main 

research question and identify all existing related studies. We have performed preliminary 
searches to see whether SLR were conducted around our research topic, however none was 
found. We have done multiple trials in the identification of the right query. All searches 
were performed using the combination of the following terms: “critical infrastructure” and 
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“decision support system” and “risk” and “cyber”. Since decision support systems and critical 
infrastructures can be viewed as a wide range of systems, we have not considered other 
specific terms for our query such as SCADA, ICS, expert systems, data mining or business 
intelligence. 

The differences in the search query compared to the inclusion criteria created 
additional manual work for us, however we decided on this approach as the number of 
results by querying the exact terms in the abstract and keywords was initially very low. In 
order to ascertain that we are not missing relevant results, we have decided to include more 
generic keywords such as “risk” and “cyber” and evaluate manually the articles against the 
inclusion criteria. 

The selected sources to collect the existing studies on the research question sources 
are ACM, Science Direct and Springer [17 - 19]. These are leading platforms hosting peer-
reviewed journals in technical areas such as IT, Critical Infrastructure and Risk Management.  

The number of initial articles found and the final number of articles that were 
preserved for the SLR is described in Table 1. 

Table 1 
SLR sources and number of articles identified. 

 

The query was conducted on April 4th, 2020. From the initial list we removed the 
articles that were not relevant to the research question and were focusing on certain 
elements related to our query by performing a screening on the title and keywords. After 
this first step of the triage the number of papers to be analyzed comprised 42 (ACM – 8, 
Science Direct – 6, Springer – 28). The next step was diagonal reading to assess whether 
the study is related to DSS in cyber risk management for critical infrastructure. The final list 
consisted of 6 papers to be reviewed. During the initial process we have noticed that there 
are very few studies tackling our research topic, and that most of them were elaborated 
more than 10 years ago. Therefore, we have repeated the entire screening process from the 

Source Description 
Total number 

of studies 
found 

Number of 
studies 

selected to 
be reviewed 

ACM 

The ACM Digital Library is a research, 
discovery and networking platform 

containing: the Full-Text Collection of all 
ACM publications, including journals, 

conference proceedings, technical 
magazines, newsletters and books; and a 
collection of curated and hosted full-text 

publications from select publishers for 
Computing Literature. 

12 1 

Science 
Direct (open 

access) 

A database with more than 2,900 journals 
and 300,000 books. 13 0 

Springer 
Database of peer-reviewed journals, 

articles, book chapters 
68 5 

Total  93 6 
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beginning, to ensure that we have identified the full list of studies relevant and related to 
our main question. 

 

Data extraction 
The studies that met the inclusion criteria were reviewed and the specific questions 

were answered in Table 2. This has empowered us to easier synthetize and summarize the 
findings.  

 

Table 2 
Evaluation of identified studies. 

Author, 
(Year) 

Does the 
paper 

explicitly 
focus on 

cyber risks? If 
not, on which 
type of risks? 

What areas 
of risks 

management 
are 

discussed? 

Does the study 
relate to generic or 

specific critical 
infrastructures? 

Number 
of 

citations 
Reference 

Amantini 
et al. 

(2012) 
Yes All Generic 9 [20] 

Choraś, M., 
Kozik, R. 
(2009) 

No, all 
Identifying, 
Analyzing, 
Evaluating 

Generic 4 [21] 

Choraś, M., 
Flizikowski, 

A. (2010) 
Yes All 

Specific: 
telecommunication, 

energy and 
transportation 

6 [22] 

Choraś, M., 
Kozik, R., 

(2010) 
No, all All Generic 8 [23] 

Setola et 
al. (2017) 

No, all 
Identifying, 
Analyzing, 
Evaluating 

Generic 6 [24] 

Kozik et al. 
(2010) 

No, all 

Identifying, 
Analyzing, 
Evaluating, 

Treating 

Yes 4 [25] 

 

The number of citations was extracted from the platform database in which the 
study was initially found. 

 

Narrative synthesis 
The review was a rather complex and extensive task due to the specific topic. The 

initial observation that we had during the identification of relevant studies is that a large 
number referred to separate items from our search query, whereas very few covered in 
entirety the main research question. Some studies focused on interconnection and 
interdependency between critical infrastructures [26-28], responding to hazards in sectors 
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such as energy grids or water dams [28 - 34], human aspect of evaluating risks and decision 
making, cyber threat evaluation and contextual awareness [35 - 44], and resilience or 
investment prioritization [45 - 48]. However only six studies have been identified to match 
our research question and these have been included in the scope of the SLR. The synthesis 
of the studies that have been selected for a qualitative analysis are briefly described below.  

Choraś et.al. proposes a DSS that uses the approach of describing vulnerabilities 
based on the ontology logic [21]. The proposed system is focused on general type of risks 
and the target domain is telecommunications. This type of domain contains a lot of 
interconnected and heterogeneous networks and the proposed DSS would serve as a 
network security framework which comprises different tools and techniques for intrusion 
detection and tolerance. 

The next four studies will be reviewed together as these have common authors and 
relate to the same system. Choraś and Flizikowski propose a cyber-risk focused DSS for the 
telecommunication, energy and transport domains [22]. The DSS is also ontology based and 
refers to the classification and relationships of vulnerabilities and threats upon the critical 
infrastructures. The DSS is designed to support the hardening of SCADA systems against 
cyber attacks. In another study a similar DSS is proposed, however with a focus on general 
type of risks with the aim to assess and simulate security in real systems [23]. Kozik et.al. 
proposed the addition of Bayesian network to the described DSS that is ontology based 
[25]. According to the author, this would improve the reasoning engine of the DSS and 
create new reporting such as ranking of threats and their severity. Amantini et.al. refers to 
the user experience interface of the same DSS and recommends that the users and experts 
should have IT knowledge, in order to be able to cope with more complex interfaces [20]. 
The described DSS is concentrating on the dependency modelling and analysis of the 
critical infrastructure and underlying network. It has a focus on network monitoring, 
detection and response (peer-to-peer overlay routing, traffic guarantee), as well as 
proposing an automatic fault detection and recovery architecture for SCADA.  

Setola et.al. describes a DSS for emergency situation handling in critical 
infrastructures. This system would support the operators in the response action and the 
public authorities in coordination as well as contingency planning [24]. The DSS concept is 
to use a multitude of data sources and correlate them in order to estimate the potential 
damages and consequences, which would support in having an informed decision making. 
We also observed that the study proposes a categorization of potential consequences, such 
as on citizens, economy or other critical infrastructure and environment. However, the study 
does not explicitly tackle the cyber attack as threats, nor the impact and consequences from 
this type of threats. 

We note that in several of the reviewed studies the focus of the DSS is not 
exclusively designed for cyber risk management and can be adapted to various needs and 
requirements. Even though there are few results that match our search query combination 
and have tackled our research question, we consider the findings to be valuable and 
transparently presenting the current status of using DSS for cyber risk management in 
critical infrastructures. 

 

Conclusions 
This review allowed us to better understand the research topic, as well as identify 

what has been already researched and in which degree. 
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We have noticed that the studied areas in all papers are dispersed and cover various 
objectives or research question. We identified a focus on resilience and contextual 
awareness in several papers, denoting the importance of these factors in the critical 
infrastructure domain. While this is not necessarily linked to the entire research question 
that we have tackled in this paper, it does contribute to supporting the importance in 
having a holistic study on the focus that we have selected. 

As a result of the SLR our observations are: 
• None of the studies describe a DSS used in practice – all of them describe it at 

the concept level or propose a prototype 
• The concepts and methodologies used within the described DSS vary among 

ontology, Bayesian networks, interdependency modelling, categorization and 
correlation 

• All studies have certain limitations and were not designed for all type of cyber 
threats 

• We notice a focus on the energy sector with regards to risk management 
• Less than half of the studies focus explicitly on certain type of cyber risks 
• The majority of the studies that were reviewed were from 2009-2012 period and 

only one study was relatively recently published in 2017 
• The systems described focus on various processes within risk management 
• There is an assumption of security experts having both IT and OT knowledge in 

the field when using the DSS [20] 
• Two studies relate on the importance of having cyber security principles applied 

in the DSS itself [20, 24]. 
We have identified several areas that do not have extensive coverage as well as 

future research topics that we believe would support the industry and research domain. The 
understanding of cyber risks and all the implications upon a critical infrastructure, in 
combination with the decision support system, would allow the operators and risk 
managers to make quick and informed responses towards the identified risks. We consider 
that a DSS focusing explicitly on cyber risks would complement and support the existing 
research, and is required for sustaining the long-term goals in managing emerging risks. 
Whereas physical events and damages in critical infrastructures were the focus for years on 
systems for supporting risk management in the identification, assessment and evaluation of 
risks, these in our opinion do not cover exhaustively the new nature of risks that the 
cyberspace brings. Having a DSS explicitly focused on cyber risks and developed in a way 
that it is seen as a component, would increase the probability to have it adopted by other 
systems and used in real case scenarios. We believe that such a modular system would 
complement the risks management processes in domains such as nuclear or healthcare [49-
50]. 

We have also noted, that there is no DSS that takes into account all type of cyber 
security risks, and only a subset of them. This we believe should be concept of a future 
developed DSS, which would enhance the process of risk evaluation and prioritization in 
terms of controlling the risk. 

Another result of this study is the identification of the need to build and develop a 
modular DSS that is easy to integrate in other DSS or risks management processes. The 
complexity of the identified relevant studies as well as the low number of studies in this 
field shows that building an entire DSS for all type of risks can be time and resource 
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consuming. We trust that a DSS developed as a module with various interfaces for 
connection and data sharing would allow it to be efficiently managed, updated and used in 
various type of domains and systems. We have also noted a focus on the interface 
importance of a DSS that can be correlated to its efficiency in use by the operators or 
decision makers, as well as the level of IT knowledge required. We believe the context 
identification phase would cover the factors required to be taken into account when 
describing a DSSs. 

These results constitute valuable insights into the possibility to use DSS for cyber 
risk management in critical infrastructures. This validates and confirms the actuality of the 
selected research question. This study has also provided us trustworthy data in 
understanding the current state as well as how to advance the study in the main research 
question from this SLR. 

The knowledge gained has allowed us to identify the gaps as well as serve as the 
baseline for the future research agenda in this domain. These results will be supported by 
the identified factors for a DSS that we have identified in  the previous study. We believe 
the dissemination of these results will be beneficial for the researchers focusing in this 
domain. 
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